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What kind of questions are we getting?

“Who in our company can access our cloud resources

Internal Audit & and what can they do to them?”
Compliance

() “Can you show me how Bob was able to update the
> customer data in our production account?”

é\,}‘“ .

. &
- -—

External “Do users with access to our cloud resources have dentity
Auditors & access rights that follow least privilege?” Administrators
Regulators

“Can you give me a report of everything that Alice has
access to in our production account?”
Senior

Stakeholders

aWS © 2025, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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What are the challenges?

 Basing resource access assumptions on IdP group membership
doesn’t tell the whole story

- Resource access may be granted using a combination of

* |dentity-based policies  Resource Control Policies (RCPs)
 Resource-based policies  Permissions Boundaries
 Service Control Policies (SCPs) « Session Policies

+ Teams might deploy custom IAM roles & policies into accounts

Providing AWS account & resource access visibility to teams beyond
just CloudOps

aWS © 2025, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Resource access through IAM Identity Center

IAM Roles
& Policies

Permission
Sets

Assigned to Created as

Provisioned
Into

Assignhed
{e

Granting.

access to

Resources

M

AN

Assigned to

aWS © 2025, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Our Goal

Get data Process & enrich Visualize & report
E_ |—|_ & 5 (@ [@
Feedback loop
Internal Audit & Wd ,
Compliance 4 | .e.ntlty
External Auditors ACTHICICERR
& Regulators Senior
Stakeholders

aws © 2025, Amazon Web Services, Inc. or its affiliates. All rights reserve d.
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Our Updated Architecture
d—TF—E

% —
Lambda csv S3 bucket import

AWS Step Functions export function Neptune

—Q S
Lambda Identity

data functions '

AWS Account Amazon DynamoDB S AWS |dentity and
import function

Access Management

| |
(@ PSR .

Amazon Neptune

EventBridge

IAM Access
AWS ldentity Center Analyzer — Internal
AWS ldentity access analysis
Center
Tables
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